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	Job Summary Overview

	Job title
	Senior Fraud Prevention Officer 

	Career family
	Operational Enablers

	Professional pathway
	Finance, Commercial and Pensions

	Career family level
	Intermediate/Officer (7B)

	Grade
	G12 

	Reports to
	Counter Fraud Manager 

	Financial responsibility
	Responsible for the identification of fraud risk across the Council’s activities, including complex financial systems, large-scale budgets, and high-value contracts, proactively investigating the risk areas, and overseeing the pursuit and recovery of financial losses arising from detected fraud and irregularity.

	Supervisory responsibility
	No direct reports.  

	Reference number
	ROP-FCR-2025-7B 
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	The Senior Fraud Prevention Officer is a specialist role that delivers complex counter-fraud investigations and analytics projects that protect public funds and strengthen governance across the Council. The role involves planning and executing investigations, gathering evidence, and supporting fraud prevention activities. The postholder provides advice on fraud risks and controls, ensures compliance with legislation and professional standards, and promotes an anti-fraud culture. The Senior Fraud Prevention Officer works collaboratively with colleagues and external partners to detect and resolve fraud, corruption, and irregularity. The role requires advanced data analytics, communication, and problem-solving skills, and the ability to manage competing priorities in a dynamic environment.

Key Responsibilities:

1. Lead and manage complex fraud investigations, ensuring compliance with legal, evidential, and professional standards, and preparing cases for criminal or civil proceedings as required.
2. Design and deliver proactive counter-fraud initiatives using advanced data analytics, data-matching, and statistical techniques to detect and prevent fraud across Council services.
3. Oversee National Fraud Initiative (NFI) data-matching exercises, including data management, risk assessment, and reporting of outcomes to senior management and the Audit & Governance Committee.
4. Provide expert advice and training to staff and managers on fraud risks, controls, and best practices, promoting a strong anti-fraud culture throughout the Council. 
5. Collaborate with internal teams and external agencies (e.g., police, other councils) to share intelligence, coordinate investigations, and recommend appropriate sanctions and recovery actions.
6. Maintain accurate case records and prepare clear, evidence-based reports on investigation outcomes, fraud risks, and recommendations for control improvements.
7. Contribute to the development and continuous improvement of anti-fraud policies, procedures, and risk assessments, supporting the Council’s strategic objectives.
8. Operate with independence, integrity, and resilience, managing a complex workload and balancing reactive investigations with proactive fraud prevention projects in a challenging environment.
9. Support Internal Audit assignments when required by performing data matching and advanced analytics.





	Specific requirements
	Essential
Mark with P
	Desirable
Mark with P

	Professional investigation qualification such as PINS, BTEC Professional Diploma in Investigation Management, Accredited Counter Fraud Specialist, Certified Fraud Examiner or Government Counter Fraud Profession standards. An equivalent level of experience of working in a counter fraud or similar environment will be considered.
	a
	

	Experience in conducting fraud investigations, using strong analytical and judgement skills including working on own initiative, case management, evidential standards, and pursuing both criminal and civil prosecutions. 
	
	

	Detailed and procedural understanding and practical application of counter-fraud legislation, including:
· Criminal Procedure and Investigations Act (CPIA)1996
· Police and Criminal Evidence Act (PACE) 1984 for interviewing under caution
· Intelligence gathering requirements including the Regulation of Investigatory Powers Act (RIPA) 2000.
· Fraud Act 2006
· Data Protection Act 2018 and the UK General Data Protection Regulations (GDPR) 
· Human Rights Act 1998
	
	

	Local Government experience – specifically governance frameworks, risk management, and internal controls.
	
	

	Ability to manage a complex workload, prioritise effectively, and balance reactive investigations with proactive fraud prevention projects.
	a
	

	Excellent verbal and written communication skills, with the ability to present complex information clearly to a wide range of audiences, including non-specialists. 
	a
	

	Strong ICT, systems and Excel skills and the ability to learn and navigate new systems with ease.
	a
	

	Strong proficiency in data analytics tools (e.g., Excel, Power Query, Power BI, or similar). Ability to extract, cleanse, and analyse large datasets to identify anomalies and fraud indicators. Understanding of data protection and ethical considerations in fraud analytics.
	a
	

	Able to communicate with authority, independence, and credibility, using these skills to advise, inform, instruct, and encourage feedback.
	a
	

	Able to independently and proactively solve problems, using discretion and initiative to identify and pursue opportunities, and manage risk across the organisation. 
	a
	

	Resilience and ability to regularly work in challenging or confrontational situations. 
	a
	

	High integrity and commitment to ethical standards. 
	a
	



	[bookmark: _Hlk198812928]Working Arrangements

	
· Contractual base as detailed on contract, but you are able to work on a flexible basis in line with our Agile Working Policy Agile working policy and summary | Oxfordshire County Council Intranet
· Able to travel across the county and work from various office locations within the county.


	Health and Safety at Work

	
All employees have responsibilities for health and safety – both for themselves, colleagues and the people we work with.  
 
The potential significant hazard(s) and risk(s) for this post are identified below (those ticked). 
 


 














	​​☐​ 
	Provision of personal care on a regular basis 
	​​☐​ 
	Driving HGV or LGV for work 

	​​☐​ 
	Regular manual handling (which includes assisting, manoeuvring, pushing and pulling) of people (including pupils) or objects 
	​​☐​ 
	Any other frequent driving or prolonged driving at work activities (e.g. long journeys driving own private vehicle or a council vehicle for work purposes) 

	​​☐​ 
	Working at height/ using ladders on a regular/ repetitive basis 
	​​​​☒
	Restricted postural change – prolonged sitting 

	​​☐​​ 
	Lone working on a regular basis 
	​​☐​ 
	Restricted postural change – prolonged standing 

	​​☐​ 
	Night work 
	​​☐​ 
	Regular/repetitive bending/ squatting/ kneeling/crouching 

	​​☐​ 
	Rotating shift work 
	​​☐​ 
	Manual cleaning/ domestic duties 

	​​☐​ 
	Working on/ or near a road 
	​​☐​ 
	Regular work outdoors 

	​​☒
	Significant use of computers (display screen equipment) 
	​​☐​​ 
	Work with vulnerable children or vulnerable adults 

	​​☐​ 
	Undertaking repetitive tasks 
	​​​☒
	Working with challenging behaviours 

	​​☐​ 
	Continual telephone use (call centres) 
	​​☐​ 
	Regular work with skin irritants/ allergens 

	​​☐​ 
	Work requiring hearing protection (exposure to noise above action levels) 
	​​☐​ 
	Regular work with respiratory irritants/ allergens (exposure to dust, fumes, chemicals, fibres) 

	​​☐​ 
	Work requiring respirators or masks 
	​​☐​ 
	Work with vibrating tools/ machinery 

	​​☐​ 
	Work involving food handling 
	​​☐​ 
	Work with waste, refuse 

	​​☐​ 
	Potential exposure to blood or bodily fluids 
	​​☒
	Face-to-face contact with members of the public 

	​​☐​ 
	Other (please specify):  
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