Job Description

[bookmark: _Hlk530663196]This form is used to provide a complete description of the specific job and defines the required skills, knowledge, behaviours, qualifications and experience.
Section A: Job Profile
The job profile provides key information relating to the salary and working conditions eg. location of a job, along with the current focus of the role and a brief description of the main duties.


Job Details
	Job Title:
	Access to Information (ATI) Officer

	Salary:
	£46,142 - £49,282

	Grade:
	Grade 12

	Hours:
	37 hours  
We are open to discussions about flexible working but there is an expectation to be in the office, as required by the business.

	Team:
	Access to Information Team (ATI)

	Service Area:
	Law & Governance (Customers, Culture & Corporate Services)

	Primary Location:
	County Hall, Oxford OX1 1ND




	Budget responsibility:
	None  

	Responsible to:
	Access to Information (AIT) Team Leader

	Responsible for:
	None


Job Purpose
This is a brief overview of the key objectives of the job including the context within the team/department.

	1. [bookmark: _Hlk513794740]To provide an Access to Information Service on behalf of the Council, for any person who wishes to access their personal data held by the Council.

2. Lead on the processing of Subject Access Requests (SAR) and Individual Rights Requests (IRR) within statutory timescales.

3. To facilitate and support persons in accessing their personal data held by the Council.


4. To work within the timescales and requirements laid down within the Data Protection Act 2018 and the UK General Data Protection Regulations (UK GDPR) 2021 to ensure that the Council meets its statutory duties and responsibilities.

5. Monitor new legislation, keep up-to-date knowledge of current legislation and identify the impact on the organization's management and use of information, governance of storage and propose strategies for compliance.



Job Responsibilities 
This is a list of the main duties or tasks that the postholder will be expected to undertake.

	1. [bookmark: _Hlk501114517]Prepare the requested information in accordance with the requirements of the Data Protection Act 2018, UK GDPR and the County Council’s Access to Records Policy.
2. Process high-volume Subject Access Requests (SARs), which can sometimes be complex, voluminous and emotionally challenging.
3. Own the SAR caseload allocated to you by the Team Leader and be the point of contact for the customer for the entire journey of their request.
4. Peer review other SARs, escalating queries to the ATI Team Leader.
5. Have responsibility for approving the final contents of the requested records. Make complex decisions based on legal rights to release information, understanding the high risks involved if incorrect information is disclosed. 
6. Informing internal colleagues, for example, social care managers of potential harm to individuals due to disclosure/non-disclosure and escalating concerns to the ATI Team Leader.
7. Ensure that you are the point of contact for the requestor during the entire SAR journey; building a long-term relationship with the requestor and influencing, where required, for example, narrowing the scope of their request.
8. Maintaining contact with requestors and representatives, explaining complex legislation, accessibly; holding firm on the Council’s position, and escalating to the Team Leader, as necessary.
9. Update the SAR system with progress; assist with collation and reporting of stats, sometimes for senior management.
10. Covering colleagues for SARs, as requested by the Access to Information (ATI) Team Leader
11. Applying Confidentiality, Legal Professional Privilege (LLP) and third-party data exemptions.
12. Deal with highly sensitive, emotive personal information, in a calm and rational manner; always factoring proportion and potential harm.
13. Redact information using appropriate software and uploading files to the Council’s case management system, Infreemation.

14. Support management for any Audits that involves information management across the Council.

15. Work with colleagues to identify and change inefficient and ineffective internal processes to improve delivery times and service quality.

16. Represent Information Management and the County Council at both internal and external events. 

17. Work effectively with partners and stakeholders promoting and developing a strong partnerships agenda. 

18.  Deputise in the absence of the Access to Information (AIT)Team Leader, as required.
19. Process Individual Rights requests; adhering to UK GDPR and meeting statutory     timescales; being the point of contact for the customer for the entire journey of their request.
20. Adhere to the Data Protection and UK GDPR Principles at all times.
21. Provide guidance, support and specialist advice to any person wishing to access their personal data, liaising with the Access to Information Officers, if necessary.
22. Assist with downloading and collation of data subjects’ information from Council systems, if requested by the ATI Team leader, flagging any information concerns.
23. Provide advice, guidance and training to other staff about how to handle personal data requests.
24. Process Court Orders within timescale, ensuring the Court Seal is in place and raising any concerns regarding disclosure to the Court, with the Team Leader.
25. Be responsible for keeping up to date with legislation, service developments and personal development needs as they affect the post
26.  Attending 1-1s with the ATI Team Leader, ATI Team Meetings and ad hoc meetings, as  
 required.

These duties and responsibilities should be regarded as neither exclusive nor exhaustive as the postholder may be required to undertake other reasonably determined duties and responsibilities commensurate with the grading of the post.

For all staff - You have specific responsibilities under Health & Safety legislation to
Take reasonable care for your own health and safety, and that of others affected by what you do, or do not do.
Cooperate on all issues involving health and safety.
Use work items provided for you correctly, in accordance with training and instructions.
Do not interfere with or misuse anything provided for your health, safety, or welfare.
Report any health and safety concerns to your line manager as soon as practicable.
Our Values 
Our organisational values underpin everything we do and say and are supported by policies, processes and guidance. In short, our values describe ‘the way we do things here’ so that we deliver great services for our residents. Our values are:
· Always learning
· Be kind and care
· Equality and integrity in all we do
· Taking responsibility
· Daring to do it differently 
Everyone that works for us demonstrates their commitment to these values.  We will ask you to demonstrate your commitment to these values, and their associated behaviours, throughout the application process.
	[bookmark: _Hlk75516709]

Take reasonable care for your own health and safety, and that of others affected by what you do, or do not do.

Cooperate on all issues involving health and safety.

Use work items provided for you correctly, in accordance with training and instructions.

Do not interfere with or misuse anything provided for your health, safety, or welfare.

Report any health and safety concerns to your line manager as soon as practicable.







Section B: Selection Criteria
[bookmark: _Hlk535396426][bookmark: _Hlk518652118]This section provides a list of essential and desirable criteria that detail the skills, knowledge, behaviours, qualifications and experience that a candidate should have in order to perform the job. The selection criteria provide a list of essential (no more than 8-10) and desirable criteria (no more than 4). The criteria are aligned to our corporate values.

Each of the criteria listed below will be measured through; the application form (A), a test / exercise (T), an interview (I), a presentation (P) or documentation (D).
You must provide a supporting statement as part of your application which includes examples and evidence of when you have demonstrated the criteria listed below. You will be expected to address each point separately, and in the order listed. If you do not complete a full supporting statement in the requested format your application may be rejected. 

	Essential Criteria
	Assessed By:

	Working knowledge and understanding of United Kingdom General Data Protection Regulations (UK GDPR) 2021, Data Protection Act (DPA) 2018.
	A/I

	Working knowledge of confidentiality, Legal Professional Privilege (LLP) and third-party data.
	A/I

	Ability to work under pressure, prioritising competing demands
	AI

	Proven ability to communicate both in person and in writing with a wide range of audiences.
	AI

	Ability to make complex decisions that take full account of cost management, efficiency and risk.
	AI

	Ability to use ICT packages, spreadsheets and databases to analyse and report on themes, trends & patterns.
	AI

	Strong work ethic and natural team player who shares knowldege and possesses the ability to work autonomously, where required.
	A/I

	Understand and advocate collective power; the service can only run successfully, if all officers are engaged and cooperate.
The service makes mistakes together and achieves success together.
	A/I

	Trustworthy, reliable and resilient; not afraid to ask questions.
	A/I

	Ability to persevere with tasks, overcome resistence and educate colleagues diplomatically at all times.
	A/I

	Communicate with emotional intelligence and compassion, explaining complex legislation and technical jargon accessibly.
	A/I

	Desirable Criteria
	Assessed By:

	Educated to degree level (or equivalent) or have relevant professional experience 
	A/I

	Knowledge of children and adults social care legislation, national standards, policy and practice 
	A/I

	Have the knowledge and confidence to advise other members of staff about the access to records procedure 
	A/I

	Organised and methodical – able to work on multiple cases and maintain excellent attention to detail.
	A/I

	Basic knowledge of Subject Access Requests (SARs); understanding the inherent risk and harm caused by inappropriate disclosure and non-disclosure and recognising when consent is required and how confidentiality applies.
	A/I
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Section C: Pre-employment Checks
All appointments are subject to standard pre-employment screening. This will include identity, references, proof of right to work in the UK, medical clearance and verification of certificates. Further information can be found here Pre-employment checks 

Additional pre-employment checks specific to this role include:

	☐
	Enhanced Disclosure and Barring Service check with Children’s and Adults Barred List
	☐
	Enhanced Disclosure and Barring Service check without an Adult/Children’s barred list check

	
	Enhanced Disclosure and Barring Service check with Children’s Barred List
	☐
	Enhanced Disclosure and Barring Service check with Adults Barred List

	
	Standard Disclosure and Barring Service check
	☐
	Basic Disclosure

	☐
	Disqualification for Caring for Children (Education)
	☐
	Overseas Criminal Record Checks

	☐
	Prohibition from Teaching
	☐
	Professional Registration

	☐
	Non police personnel vetting
	☐
	Disqualification from Caring

	☐
	Other (please specify): 
     
	
	




[bookmark: _Hlk535396535]Section D: Working Conditions
This is a guide to the working conditions and the potential hazards and risks that may be faced by the post-holder.
Health and Safety at Work 

You are responsible for your own health, safety and wellbeing, and undertaking health and safety duties and responsibilities for your role as specified within Oxfordshire County Councils Health and Safety Policy.

The potential significant hazard(s) and risk(s) for this job are identified below (those ticked).

	☐
	Provision of personal care on a regular basis
	☐
	Driving HGV or LGV for work

	☐
	Regular manual handling (which includes assisting, manoeuvring, pushing and pulling) of people (including pupils) or objects
	☐
	Any other frequent driving or prolonged driving at work activities (e.g. long journeys driving own private vehicle or a council vehicle for work purposes)

	☐
	Working at height/ using ladders on a regular/ repetitive basis
	R
	Restricted postural change – prolonged sitting

	☐
	Lone working on a regular basis
	☐
	Restricted postural change – prolonged standing

	☐
	Night work
	☐
	Regular/repetitive bending/ squatting/ kneeling/crouching

	☐
	Rotating shift work
	☐
	Manual cleaning/ domestic duties

	☐
	Working on/ or near a road
	☐
	Regular work outdoors

	R
	Significant use of computers (display screen equipment)
	☐
	Work with vulnerable children or vulnerable adults

	☐
	Undertaking repetitive tasks
	☐
	Working with challenging behaviours

	☐
	Continual telephone use (call centres)
	☐
	Regular work with skin irritants/ allergens

	☐
	Work requiring hearing protection (exposure to noise above action levels)
	☐
	Regular work with respiratory irritants/ allergens (exposure to dust, fumes, chemicals, fibres)

	☐
	Work requiring respirators or masks
	☐
	Work with vibrating tools/ machinery

	☐
	Work involving food handling
	☐
	Work with waste, refuse

	☐
	Potential exposure to blood or bodily fluids
	R
	Face-to-face contact with members of the public

	☐
	Other (please specify):
[bookmark: Text115]     
	
	




Agile Working

All staff may be required to work from a different base or in a different location at some point in the future in line with any Council or school needs.  Such changes will be made after proper consultation and shall be deemed to be reasonable after taking into account any personal requirements. 
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